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Avoiding ENSTO-E Experiences in
IEC 61850 deployment

Effective Implementation

15 April 2013 1

European TSOs

/’“Europe first deployments of IEC 61850
* 8 years experience
* Laufenburg
L.

A ENSTO-E 41 Transmission utilities

£ Largely vendor specific projects initially

Processes
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ENSTO-E Letter

http://tinyurl.com/ENSTO-E-Statement

f** Instantaneous interoperability
between suppliers
£ Engineering efforts
* mature standardized third-party tool
* market to clearly move to a top-down approach
% TSOs are unable to cope
% technical knowledge and skills that are required

£ Interoperability over the lifetime
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Punch List

http://tinyurl.com/ENSTO-E-Report
)’**Specmc issues to be resolved

4 Most categorized as :
* part of the requirement spec of the utility

* Vendor implementation issues — need to enhance
the conformance testing

* Clarifications in the standard required
* Standard to limit options and / or to define profiles

A picture is worth a thousand words,
but sometimes you also need the right words
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£ Note: “50%"” of the issues are due to
incomplete specifications of the users,
incomplete implementations in products and
lack of knowledge of the key issues of the
standard with limited (no) investment in tools

£ TC57 / WG10 Task Force created for user
feedback to the Standard
* Not TISSUE database
* Includes ENTSO-E punch list
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£ Specify what is required
* Detall
£ Engineering Process
* 3" Party Tools investment — they do exist
* Integration
* Management
£ Training
4 Project planning

Deployment Strategies
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Required Knowledge

£ Project Management

£ Function Modelling

% The engineering process
* Role of different tools

% Scope and purpose of different files
# SEAPAC 2011 37D

4 The elements of the IEC 61850 data models
* Specification of requirements

“ The principles of the information exchange — purpose
of control blocks and data sets

4. \What Conformance means/does not mean

Part
8/9
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Proper Specification

“.All IEDs shall be compliant ?
* Which Parts?
* Which Edition?
* Which models?
* Which options? .....
4. GOOSE shall be used
To do what with what other IEDs?
Avoiding GGIO routing?
* TISSUES 864, 880, 900
What about MMS?
LAN architecture? .....

#*

#*

#*

#*

4. Don't expect to get what you don’t specify!
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La Venta
230kV Double bus

2006

ROUTER
+ FIREWALL

SEL-3332
SCADA Gateway

ZIV HMI

SEL-451 50BF, 25, 27 SEL-451 50BF, 25, 27

S SW-5
Fiber
RUGGEDCOM Optic
w2
we | S
SEL-451-4 BC l \m

Siemens 7SJ61 50, 51N SEL-387E
SEL-451 50BF, 25, 27
Siemens 7SJ62 50, 51LS GE T60 87T
GE L90 87L
GE F3550, 51TZ GE F60 50, 51 HS
SEL-311L
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CFE System Specification
2012

@ Caracteristicas Generales SAS IECA61850 Rev 7 NOV2012.pdf

o| Especificacion SAS 1 - Rev 0 MAR2011.pdf

| Especificacion SAS 2-1 - Rv 0 MAR2011.pdf

| Especificacion SAS 2-2 - Rv 0 MAR2011.pdf

| Especificacion SAS 2-7 - Rv 0 JUN2011.pdf

| Especificacion SAS 3-1 - Rev 0 MAR2011.pdf

Especificacion SAS 3-2 - Rev 0 MAR2011.pdf

Especificacion SAS 3-3 Rev 0 MAR2011.pdf

Especificacion SAS 4 - Rev 0 MAR2011.pdf

Especificacion SAS 5-1 - Rev 1 OCT2011.pdf

Especificacion SAS 5-1-100 - Rev 0 JUN2011.pdf

Especificacion SAS 5-1-300 - Rev 1 JUN2011.pdf

| Especificacion SAS 5-2 - Rev 0 NOV2012.pdf

Guia Elaboracion de Digramas Logicos Parte 1 Rv 0 NOV2012.pdf
Guia Elaboracion de Digramas Logicos Parte 2 Rv 0 NOV2012.pdf
| Guia Elaboracion de Digramas Logicos Parte 3-1-1 Rv 0 DIC2012.pdf
| Guia Elaboracion de Digramas para Arguitectura Rv 1 JUL2012.pdf
| Guia para Elaboracion de Ingenieria en SAS Rv 0 JUL2012.pdf

]
B

>200 pages

8888888888888
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(1 Investment
£ Tools

* Vendor Independent

* Vendor specific
4 Process development

* Multiple engineers in multiple departments in multiple
organisations over multiple stages

4 Solution development
* Proof of Concept
* Proof of Interoperability
* Usability
* Standardisation
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Organisation not Technology

£ “Technology is not the barrier to adoption.
The fundamental issue is organization and
prioritization to focus on those first aspects
that provide the greatest customer benefit
toward the goal of achieving an interoperable
and secure Smart Grid.”
% |IEC

& http://www.iec.ch/smartgrid/downloads/sg3_roadmap.pdf

A picture is worth a thousand words,
but sometimes you also need the right words

© Copyright 2012 Rod Hughes Consulting Pty Ltd

Notes 6



Smart Substations — ENSTO-E Review © Copyright 2013 Rod Hughes Consulting Pty Ltd 15 April 2013 13

Distance
Differential
Transformer

Busbar
Cap Bank
U/O Voltage

Status Commands
Open/Closed Trip/Close
on/off

System
Architecture

Development -

LAN configuration
Switches
Bandwidth

First Project
Substations

CT/VT
Measurements
Conventional CT/VT

Bay Control
Scheme Migration
- Auto-reclose

- Volt Regulation

- Check Synch

Condition
-Interlocking

,,,,,, Operating National Grid
Procedures Metering

Control Isolation
Testing
Procurement Design Approval
Control Room Focus

Optical CT/VT
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Activity Map

Stakeholder Engagement

T
T
P S
p
XD XD XD
T
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Engineering Life Cycle

Specification Proof Of Concept Condition Topology change
Preconfigured IEDs Interoperability Monitoring Extensions
Instantiation FAT Temporary Settings Refurbishments
Scheme SAT Alternative Settings Scheme
Development Master Station Isolations enhancements
IED Logics integration Routine Test Isolations
Settings Primary Equipment Telecom
Telecom Maintenance modifications
Gateway/HMI Power Systems IED upgrades

Events

Primary equipment

failures

Secondary

equipment failures

Network equipment
failures

15
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The 3 I's

2 Intellectual Property
£ Intellectual Capability

2 Intellectual Capacity

16
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The 6 Elements

£ Business Case and Implementation Strategies
£ SAS Definition — Design Concept Specification

4 |ED & System Procurement

* Relays, Controllers, Condition Monitoring, HMI, Network
Switches ..

£ Engineering and Operational Tools
% Top-down vendor independant

£ SAS Introduction and Implementation
Standardisation

4. Staff development
% Concepts to practitioner
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Design Concept Specification

Protection Philasophy
Control Philosophy

SA 3 |
S Overview Operation Philosaphy

Candition Monition Manitorin g Systems
Naming Conventions
Object Models AIS/GIS
IEC 61850 Implementation
Integration/Segregation Swilchgear
Priority Flag VT
cr
Primary Plant Requirements
Ring Merging Units
Star Design Reference Sraight Bus
PRP Topl
Physical oplogy | 15 Brkr
RSTP Architecture Double Bus
Redundancy
HSR
Failover LAN Implementation Frotection
VLANs + Logical Bay Control
Itertaces | Autoredo e
Operating Facil Check Synch
Testing Facilities Secondary Equipment || Vot Reg
Security Metering
Power Quality / Synch Phasars
Local HMI
Time Master
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Terms, Definsions and

SAS Dasign Objectives.

732 Anslogue

733 Staws nputs.
8. Substaton Automation {
&1 Degee otncson

8.1 Restrickons on|
Function aliocy
813 Server implem
82 Convol and automy
821, Contollocator

Fage 3 ofé8

8212 Transtormer cosling contrq
8213 Ponel besed indiomions &

1 P-wmnamn srncisies.

1 Instanisted

13 1ECH1850
131 IEC 81850 system confuraton ool
1132 IED configuration tool...

12 Migraton.

233
£34.  Busbar protection..... 13, Physical and i 8
835, Capacior bank protecton.... 131, Pane 58
38 St resker ke o] 132, IED Type Test Requraments 58
237, Fautlocaton . 1321 IEC 80255 Compliance 58

34 Massuremants 122 58
85 Matenng 1223
88 Alarms & Event Recording 1324 o0
87 123, ond: 80
88 Disturbance and fauk recereing 134, ED rotecton o1
' 1
0. 15C 1850 Inlementaton Constrin 128 150 Mouning Arargen 4
9.1, Object model T w-u ection Terminais.. 01
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31, Sution 1310 IED Aud o
932 Bay components 1311 ED
933, Network companents 1AL FrontPort..
94. IED Logic 112 RearPort
55 Performance requrements 13,12, Prmary Curent3nd Votage Sarin i
851 SAS mesasge 13.12.1.  Instrument Cument Transformer with |Amn0mwl -

083 SCADA Data Avaisbilny & R
©6. Test& Maintenance Support

10, LAN & Information Security
1.1, Information Security Conirols

1032 Network Access Control
104 CDN Access from Substations
1041, Business Requirement

1042 Design Strategy..
1043 Design Prncipies

Lo gy ormation management
1 e cycle of a substation
e e design | Rorary Tasks.
1112 Design Tasks .

Pagedoiss

BRI ineemantv

15123, Fremary Semsor systams wit G 81820.0 Sampied Vaivs Ouuts o4
3 84
1314, Bmary inputs 84
o o5

85

08
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08
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1821 Oy Preousled 1E0S. o8
1322 or IE03. o8
1323 Sofware upqnmiu IE0s o7
1324, SAS HMI. Keyooard and Mouse o7
Annex A CIGRE References. o8

DCS: Principles/Allocations

£ Connections to primary plant,
4 Plant status inputs and control outputs,
4 Function definition:

* Protection

* SCADA and operator initiated Trip/Close,

* Automatic Voltage Regulation,

* Auto Reclose,

* Interlocking,

* Disturbance Recorder capture

x etc. ...

Design Concept Specification
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435D File ' ~——
* Primary Plant Allocatio == : ==
* Virtual IED Assignment
* Logical Devices ~ —
* Key LN requirements =hel——
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‘ Selected References
L= https://ideology.atlassian.net/wiki/x/HYBq

S

£ RH12: Experiences in organisational
development and specifying IEC 61850
systems

£ RH13: IEC 61850 Edition 2 — what does it
mean for the end user?

£ RH14: Experiences of IEC 61850 Engineering
— Designing good systems the right way.

£ RH15: Choosing and using IEC 61850 SCL
files, process and tools correctly throughout
the complete SAS lifecycle
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PR o B BB

UCA® International Users Group

IEEE Power Engineering Society

Publications and Technical Papers

Training courses — Protection & IEC 61850
Linked([fJ. forum

Owner IEC 61850 Patent: Operator & Test Interface
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Rod Hughes

# 30 years in protection engineering

GEC, ALSTOM: P&C Engineer, Engineering Manager, General Manager — Australia
ALSTOM: P&C Product Director - France

ElectraNet: Protection & Telecoms Manager, Plant Strategy & Technology Manager
SKM: State Manager - South Australia

AECOM: Technical Director - South Australia

Rod Hughes Consulting Pty Ltd: Managing Director & owner

#  CIGRE @oge

AP B5 Protection & Automation 1985 - 1998, 2001- current
#%  (Convener since 2004)

AP D2 2001 — 2004 Information & Telecommunications
Technical Brochure 326 Implementation of IEC 61850

WG B5-39 Documentation for Digital Substation Automation Systems — Convener
South East Asia Protection & Automation Conference [
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E-mail:
Direct:
Mobile:
Web:
Skype:
Address:

AA

~

rgh@rodhughesconsulting.com

+61 8 7127 6357 + |[EC 61850 and associated standards
+61 419 845 253 + Automation & Control
www.rodhughesconsulting.com + Protection design 11kV to 500kV
rodhughes-consult + Training

PO Box 757 + Cyber Security

Blackwood +Smart Grid and Smart Metering

SA 5051 + Telecommunications

Australia + Substation LAN
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