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* Incorrect incomer/feeder subscriptions
0 Only detected at site commissioning
o Large multicolumn/row spreadsheets difficult to validate
« All publishing to one Multicast MAC address
o IEDs receiving messages totally irrelevant to their operation
o Delays in reception of critical messages

* Only 3 () out of the 90 elements in the datasets used by other
IEDs

o Wasted bandwidth
o Delays in reception of critical messages and data
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<Hitem revi CI, Vers.
</uist0.—feaé and understand this
</Header>
<Communication>
<SubNetwork name="Communication">
<ConnectedAP apName="AP1l" 1edNa
<Address>
<P type="IP" xsi:type="tP_IP">191.0.1.1</P>
type="1P- SUBJET xsi:type="tP_IP-SUBNET">
type="IP-GATEWAY" xsi:type="tP_IP-GATEWAY
type="0SI-PSEL" xs
type="0SI-SSEL"
"0SI

me="P1WO1A1">

type="tP_0SI
-TSEL" xsi:type

<P type=
</Address>

<GSE cbName="TRIP"
<Address
<P type="MAC-Address"
<P V,~“APPID Xs1
<P type="VLAN-ID" xsi:type="
<P typaf”VLAN—PRIORITY" XS1:
</Address>
<MinTime multiplier="m"
<MaxTime multiplier="m"
</GSE>

ldInst="LD0O">

xsi:type="tP_MAC-Add

5'">8</MinTime>
5">5000</MaxTi
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" wha t-" created' .

="tP_0SI-PSEL">00(
~-SSEL">00(
"tP_0SI-TSEL">00(

:type="tP_APPID">0011</|
tP_VLAN-ID">01(
type="tP_VLAN-|

SCL designed to be
human-readable

AUSTRALIA

Human-readable,
but hardly understandable.

Project files analyzed contained
over 1°000°000 lines of text

Typically SCD accompanied with
human-written Excel
publisher/subscriber matrix

Existing tools hardly help
verification of communications
from the application point of view

Problems not discovered at the
configuration phase shall arise

during FAT, SAT or
commissioning.
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Y Are there proper tools?

System IED
Configuration Configuration
Tool Tool

Visualization of communications + -

Multi-vendor +/- -

Analyze project +/- -

Vendor-specific analysis - +

Application-specific analysis - +/-

Trace changes in the project - -

SCT and ICT are mainly designed for configuration purposes, which
generally makes them hard-to-use for visualization and analysis purposes
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“\ on different stages i

» Syntax » Dataflow » Dataflow
Validation verification verification

» Correct against against
Signal configuration configuration
Routing » Analysis of  Signal

« Application- simulated recording
specific and process- triggered by
requirements related data or

« Optimization signals quality

changes

IMPORTANT: There shall be only one configuration file (SCD) for the entire
project and changes shall be traced in case of any changes made.
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* Vendor-specific tools in some

Your SCD file is not valid. It is not even possible to visualize cases use Outdated SCL

GOOSE connections between IEDs of the project. Please, SChemaS nOt inCIUding Iatest
check the errors. :

TS TTREo . B changes to the standard.

Error: Element . . .

{http:/imww iec.ch/61850/2003/SCL}Header’, attribute * Invalld SCL-fIIe In mOSt cases
'nameStructure’: [facet 'enumeration'] The value WOUId be refused by another
'‘ScdStructure’ is not an element of the set {IEDName’}. , .

, vendor’s tools calling for some
Line: 3, char: 0 « . .

Error: Element magic” to be able to configure

'{hitp:/mww iec.ch/61850/2003/SCL}Header’, attribute
'nameStructure’: 'ScdStructure’ is not a valid value of the
local atomic type

communications.

« Schema validation does not
Line: 6, char: 0 . . .
Error: Element guaranty quality of configuration
itself but puts mandatory rools
on SCL-file syntax.
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Viewing GOOSE
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Visualization of
GOOSE
communications as
“cables” makes
application-specific
dataflow absolutely
obvious and
traceable.

In case of any
misconfiguration a
designer shall see it
in a glance.
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P Template Matching

Rod Hushes Consuling

Inputs P1WO01A1 1, feeder #1
1. G:01
Inputs P1WO03A1 1, feeder #3
2. G:01
@ Tnputs P1WO05A1 1, feeder #5
® 3.G:01
Tnputs P1WO7A1 1, feeder #7
4. G:01

v
TAPUTS P1WOOA1 1, feeder #9
LDO/S80RI_GGIO1STS198stVal (ST) PIW19A1 1, incomer 6 ot 1 feedert

1. PIW19A1$LDO/SB0RI_GGIO1$TS198stVal @ éng'-‘(}f P1W11A1 1, feeder #11

Inputs P1W13A1 1, feeder #13
7. G:01

O Inputs P1W15A1 1, feeder #15

® 8. G:01

2 Inputs P1W17A1 1, feeder #17
9. G:01

\ TApuTs PAW25A1 1, tie
Wrong mapping 10./G:20
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Statistics

Detailed Analysis for SCD cigre

SCL file has 1924 minor and 0 critical error(s). Check the table below for details

Detailed information

Element

PI_PROT/PTRC8$Trégeneral ST

PI_PROT/PTRC9$Tr$general ST

PI_PROT/PTRC10$Tr$general ST

PI_PROT/PTRC118Tr$general ST

PI_PROT/PTRC128Tr$general ST

PI_PROT/PTRC13$Tr$general ST

PI_PROT/PTRC148Tr$general ST

Warn

Element Type level

FCDA

FCDA

FCDA

FCDA

FCDA

FCDA

FCDA

Description

Dataset includes FCDAs not subscribed by any IEDs
optimization

Dataset includes FCDAs not subscribed by any IEDs
optimization

Dataset includes FCDAs not subscribed by any IEDs
optimization

Dataset includes FCDAs not subscribed by any IEDs
optimization

Dataset includes FCDAs not subscribed by any IEDs
optimization

Dataset includes FCDAs not subscribed by any IEDs
optimization

Dataset includes FCDAs not subscribed by any IEDs
optimization

. May be there is a room for dataset

. May be there is a room for dataset

. May be there is a room for dataset

. May be there is a room for dataset

. May be there is a room for dataset

. May be there is a room for dataset

. May be there is a room for dataset
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# |Eor ________ [Descripon

GOOSE is not subscribed by
any IEDs

Dataset contains attributes
not subscribed by any IED

Quality flag is not transmitted
or not subscribed by any |IEDs

Duplicate GOOSE/SV
destination MAC-address

SEAPAC

Indicates either error in configuration, when
certain IED (or IEDs) have never been
subscribed to the GOOSE, or excessive
GOOSE configured.

Might be an error in configuration: IED won't
receive desired information or dataflow is not
optimized.

Not using quality flags might lead to incorrect
operation of the system in “bad-quality”
conditions

System performance might be poor due to
inability of hardware mac-filtering
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* Visualization of GOOSE and SV communications provides
means to discover and eliminate up to 70% of configuration
errors at the design stage

« Automated system configuration analysis provides means to
optimize communication flow up to 30%
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Paper Reference 123
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