an

NERC CIP — not Australian Law,
" but the benchmark for
Cybersecurity

. Rodney Hughes* Siemens Australia (Ruggedcom) rodney.hughes@siemens.com

Ry

NERC CIP -003-3 R5
Identify Individuals who can

authorise access S —

Systems o

SIEMENS

f A

R5. Access Control — The Responsible Entity shall document and implement a program for
managing access to protected Critical Cyber Asset information.

R5.1.  The Responsible Entity sha
responsible for authorizing logical or physi S8 information.

RS5.1.1.  Personnel shall be identified by name, title, and the information for which
they are responsible for authorizing access.

R5.1.2.  The list of personnel responsible for authorizing access to protected
information shall be verified at least annually.

R5.2.  The Responsible Entit review at least annually the access p es to protected
information to confirm that ac S ey correspond with
the Responsible Entity’s needs and appropriate personnel roles and responsibilities.

R5.3.  The Responsible EntitystfaIT assess and document at least annuallV T

controlling access privileges {0 ProteCeu- e o

rocesses for
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R6. Change Control and Configuration Management — The Responsible Entity shall establish and
document a process of change control and configuration management for adding, modifying,
replacing, or removing Critical Cyber Asset hardware or software, and |mplement supporting
C activities 1o 1dentify, control and docu -

related changes to hardware and software components of Critical Cyber Assets pursuant to t
c

identify, control and document all
entity or vendor-related changes to
hardware and software components
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R4. Access — The Responsible Entity shall maintain list(s) of personnel with authorized cyber or
authorized unescorted physical access to Critical Cyber Assets, including their specific

access rights of such personnel.
contractors and service vendors are properly maintained.

R4.2. The Responsible Entity shall revoke such access to Critical Cyber /g
hours for personnel terminated for cause and withigs o™
who no longer require such access to Critical Cybg

« Review quarterly, update list within 7 days
» Revoke access

 within 24 hours terminated with cause

» 7 calendar days no longer require access
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- Utilities: - Smart Grid deployment
power, water, gas,
telecommunications; » Communicating sensors &
controllers
- Transport control systems:
road, rail, airport; - Cloud computing approaches
* Mining and/or industrial plant; - Remote access to devices
- Building/site management - Smart phone access
systems

- Wireless technology

- The “internet of things”
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*Engineering personnel -Geographical region
-Commissioning personnel -Site specific
*Maintenance personnel Device Specific
‘Vendor support personnel -Command Specific

Role Specific: View or Edit
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. Resilient central and remote architecture

o Centrally managed Users

o Comprehensive user-specific RBAC mechanisms

. IED-type agnostic operation

o Enhanced management of ‘integrated’ IED

o Centrally accessed with IED password obfuscation
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SIEMENS

To do what by whatever means

Full RBAC control at individual
command level even if
native IED software does
not support RBAC
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Field Lﬂyuu" Applicatons | Password Checkous |

€ Comectity @ Group By: [Faciy =l HI IEi

B ﬂ Barker i [ Status

-] ABB DPU 20007 (Barker) SEL_387 - Serial (Barker) Connecting

| GE URF&0 (Barker)
SEL Teinet ED (Barker) <= Out Of Service
SEL_311L (Barker) <= Out O Service
SEL_321 (Barker)
SEL_387 (Barker)
SEL-321 (Barker)

] SEL-3515 (Barker)

~fas] SEL-3620 Telnet (Barker)

| siemens 7518011 (Barker)

| IED access and command(keystroke)
logging (US NERC CIP compliance)

‘ Disconnect

[SEL_387 (Barker): Launching remote connector.

|SEL_367 (Barker): Remote connactor started

|SEL_387 (Barker): Remote Connector starting connefion to device

[sel_switchport - SEL_387 (Barker): sel_20x¢_swighport Atiempting to switch oateway SEL-2020 into transparent mode
|sel_switchport - SEL_387 (Barker): SUCCESS: Lo¥Ged into device SEL-2020 at level 1

|sel_switchport - SEL_387 (Barker): SUCCESS: Gateway SEL-2020 now in transparent mode

lsel_login - SEL_3a7 (Barker): Attempting user level login 10 device SEL_367

|
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Siem,
RSA SecurID
or RADIUS
Authentication
server
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27 Greenhill Rd
Wayville
SA 5034
Australia

Mobile: +61 437 911 594

E-mail:
rodney.hughes@siemens.com
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